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PERSONAL INFORMATION Konstantinos Rantos
P.O.Box 1103, Nea Iraklitsa, Nea Peramos, Kavala, GR-64007

+306947405223

krantos@cs.duth.gr

https://utopia.duth.gr/krantos/ https://wesis.cs.duth.gr/

https://www.scopus.com/authid/detail.uri?authorId=6507911474

https://scholar.google.com/citations?user=w7vmXjMAAAAJ&hl=en

https://publons.com/wos-op/researcher/1745577/konstantinos-rantos/

https://www.linkedin.com/in/rantos

ORCID 0000-0003-2453-3904

Gender Male | Date of birth 21 March 1973 | Nationality Greek

WORK EXPERIENCE

2024–Present Professor
Department of Informatics, Democritus University of Thrace, Greece

Research and teaching in cybersecurity, information systems security, communications secu-
rity, and cryptography.

05/2019–2024 Associate Professor
Department of Computer Science, International Hellenic University, Kavala, Greece

Research and teaching in information systems and communications security, cybersecurity and
related areas.

2017–05/2019 Associate Professor
Department of Computer and Informatics Engineering, Eastern Macedonia and Thrace Institute
of Technology, Kavala, Greece

Research and teaching in computer networks, information systems security and computer net-
work security.

07/2010–2017 Assistant Professor
Department of Computer and Informatics Engineering, Eastern Macedonia and Thrace Institute
of Technology, Kavala, Greece

Head of Department from 2015 to 2017.

Research and teaching in computer networks, information systems security and computer net-
work security.

04/2007–04/2010 Information Security Scientific Officer
Hellenic Ministry of Interior and e-Government, Athens, Greece

Scientific expert on electronic identification, digital signatures and the security of electronic
public services and procedures. Contributed to major e-government projects, including the
design, deployment and management of the Public Key Infrastructure of the Hellenic Public
Administration and security mechanisms for cross-border European e-government services.
Represented Greece in European Union technical working groups.

06/2006–02/2007 IT Security Consultant
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Encode Middle East FZ-LLC, Dubai, United Arab Emirates

Responsible for and contributor to information-security projects involving Public Key Infrastruc-
ture design, security awareness programmes, secure coding practices and web application
security.

09/2004–06/2006 Assistant Professor
Technological Educational Institute of Kavala, Greece

Taught Computer Networks, Network Security, Cryptography and Information Systems Security
in the Departments of Industrial Informatics and Information Management.

05/2003–08/2003 IT Security Consultant
Encode S.A., Athens, Greece

Designed, implemented and documented a Public Key Infrastructure compliant with ETSI
TS 102 042 for the internet-banking application of a leading Greek bank. Also contributed
to projects concerning secure coding practices and web application security.

01/2001–05/2003 Software Engineer
Datacard Group, London, United Kingdom

Contributed to the design, implementation, testing and debugging of Aptura, a smart-card op-
erating system compliant with Java Card 2.1.1, GlobalPlatform 2.0.1, ISO/IEC 7816 and EMV
Level 1.

Designed the security architecture of a CALC-compliant card and specified cryptographic test
cases for Aptura. Contributed to smart-card standards, the development of an asymmetric au-
thentication and key-establishment protocol, and the preparation of Aptura for Common Criteria
evaluation. Investigated certificate-revocation mechanisms for smart cards and was responsi-
ble for implementing Mastercard M/Chip 4.0.

09/1997–01/2001 Research Assistant
Royal Holloway, University of London, Egham, Surrey, United Kingdom

Contributed to ASPeCT, an international EU ACTS research project on the security of third-
generation mobile communications. Work included the design of authentication and payment
protocols, the design of a Trusted Third Party infrastructure and the implementation of a demon-
strator.

Grant holder and researcher for the European Commission-funded project Minimum Interoper-
ability Requirements for Key Recovery Mechanisms, which defined requirements for interoper-
ability between different key-recovery schemes.

“‘

EDUCATION AND TRAINING

1997–2001 PhD in Information Security EQF 8

Royal Holloway, University of London, Egham, Surrey, United Kingdom

Thesis: Key Recovery in a Business Environment.

The doctoral research was funded by the European Commission through a Marie Curie Re-
search and Training Grant.

1996–1997 MSc in Information Security EQF 7

Royal Holloway, University of London, Egham, Surrey, United Kingdom

1990–1996 Diploma in Computer Engineering and Informatics EQF 7

Department of Computer Engineering and Informatics, University of Patras, Patra, Greece

Five-year university programme.
“‘
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PERSONAL SKILLS

Mother tongue Greek

Other languages UNDERSTANDING SPEAKING WRITING

Listening Reading Spoken interaction Spoken production

English C2 C2 C2 C2 C2

Levels: A1 and A2: Basic user – B1 and B2: Independent user – C1 and C2: Proficient user
Common European Framework of Reference for Languages

Communication skills Excellent communication skills gained through my experience in the industry, public sector,
administrative positions and as a professor in academia.

Organisational / managerial skills – Director of the “Web Services and Information Security-WeSIS” Research Lab – Democritus
University of Thrace.

– Member of Eastern Macedonia and Thrace Institute of Technology Board (2015-2017).
– Head of Department of Computer and Informatics Engineering, Eastern Macedonia and

Thrace Institute of Technology (2015 – 2017).
– Chair and Deputy Chair of Evaluation Committees.

Other skills Enjoy running, cycling, skiing, travel.

Driving licence EU Clean Category B

RESEARCH, DEVELOPMENT
AND PROFESSIONAL PROJECTS

EU-funded research and innovation projects

2022–2025 R2D2 – Reliability, Resilience and Defense Technology for the Grid
Horizon 2020 Framework Programme
Role: Senior Research Fellow

2021–2023 ELECTRON – Resilient and Self-Healed Electrical Power Nanogrid
Horizon 2020 Framework Programme
Role: Senior Research Fellow

2021 INCIDENCE – Promoting Cyber-Hygiene in Education through Secur-
ing Distance Learning
Erasmus+ Programme
Role: Senior Research Fellow

2021 Co-Inform – Co-Creating Misinformation-Resilient Societies
Horizon 2020 Framework Programme, Research and Innovation Action (Grant Agreement
No. 770302)
Role: Senior Research Fellow

2021 SmartROOT – Smart Farming Innovation Training
Erasmus+ Programme
Role: Senior Research Fellow

2021 JAUNTY – Joint Undergraduate Courses for Smart Energy Manage-
ment Systems
Erasmus+ Programme
Role: Senior Research Fellow
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“‘latex

2020 SHERPA – SELFIE HElpeR and Pedagogical Innovation Assistant
Erasmus+ Programme, Key Action 3 (Project No. 612867-EPP-1-2019-1-EL-EPPKA3-PI-
FORWARD)
Role: Senior Research Fellow

“‘

2018 CS-AWARE – A Cybersecurity Situational Awareness and Information-
Sharing Solution for Local Public Administrations Based on Advanced
Big Data Analysis
Horizon 2020 Framework Programme
Role: Senior Research Fellow

2011–2015 nSHIELD – New Embedded Systems Architecture for Multi-Layer De-
pendable Solutions
ARTEMIS Joint Undertaking
Role: Senior Research Fellow

2010 STORK 2.0 – Secure Identity Across Borders Linked 2.0
European large-scale pilot project
Role: Deputy Scientific Coordinator

2009–2010 SPOCS – Simple Procedures Online for Cross-Border Services
European large-scale pilot project
Role: Senior Research Fellow and Work Package Leader

1997–2000 Minimum Interoperability Requirements for Key Recovery Mechanisms
European Commission, Marie Curie Research and Training Grant
Role: Grant Holder

1996–1997 ASPeCT – Advanced Security for Personal Communications Technolo-
gies
European Union ACTS Programme
Role: Research Assistant

European institutional studies and technical assignments

2023 Development of Training Material on Cybersecurity Governance Based
on the European Cybersecurity Skills Framework
European Union Agency for Cybersecurity (ENISA)
Role: Scientific Coordinator

2022 Technical Guidelines on Security Measures for Providers of Wallets with
Blockchain
European Union Agency for Cybersecurity (ENISA)
Role: Scientific Coordinator

2022 Development and Delivery of a Course on Zero-Trust Architectures
European Union Agency for Cybersecurity (ENISA)
Role: Senior Consultant

2022 Building Interoperable EU Risk Management Frameworks, Vol. 2
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European Union Agency for Cybersecurity (ENISA)
Role: Senior Consultant

2021 Support for the ENISA Ad Hoc Working Group on the Cybersecurity
Skills Framework
European Union Agency for Cybersecurity (ENISA)
Role: Scientific Coordinator

2021 Support for Skills Development, Training and Exercises: Design and
Planning of ENISA Cyber Exercises and Capacity-Building Activities,
Development and Delivery of a Course on Cyber Threat Management,
Development of E-Learning Modules in the Area of Cryptography
European Union Agency for Cybersecurity (ENISA)
Role: Senior Consultant

2021 Interoperable EU Risk Management Framework
European Union Agency for Cybersecurity (ENISA)
Role: Senior Consultant

2020 Development of an Innovative Scenario for Risk Management Training
and the Use of ICT Security Controls in a Fictional Public Administration
European Union Agency for Cybersecurity (ENISA)
Role: Scientific Coordinator

2020 Gap Analysis and Recommendations for a Manuscript on Machine
Learning for Incident Detection and Response
European Union Agency for Cybersecurity (ENISA)
Role: Scientific Coordinator

2019 State of Vulnerabilities 2018/2019 – Analysis of Events in the Life of
Vulnerabilities
European Union Agency for Cybersecurity (ENISA)
Role: Senior Research Fellow

2019 Design, Development and Delivery of a Training Programme in Infor-
mation Security Management for EU Member States and EU Bodies
European Union Agency for Cybersecurity (ENISA)
Role: Senior Consultant

2016 Specification of a Public Key Infrastructure
European Union Agency for the Operational Management of Large-Scale IT Systems in the
Area of Freedom, Security and Justice (eu-LISA)
Role: Scientific Coordinator

National public-sector and digital-government projects

2026 Analysis and Integration of Artificial Intelligence Technologies into the
isAWARE Cybersecurity Awareness Platform
Attica Programme 2021–2027 (ERDF), “Support for Productive Investments for Adaptation,
Modernisation and Recovery”, Priority 1: Research, Innovation and Advanced Technologies
Role: Scientific Coordinator

2026 GR digiGOV-innoHUB – The Greek Digital Government and Public Ser-
vices Innovation Hub
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Digital Europe Programme – European Digital Innovation Hubs
Role: Senior Research Fellow

2025 JustReDI – Resilience, Inclusiveness and Development: Towards a Just
Green and Digital Transition of Greek Regions
National Recovery and Resilience Plan “Greece 2.0”, funded by the European Union –
NextGenerationEU (Project No. TAEDR-0537352)
Role: Senior Research Fellow

“‘

2024–2025 Architecture and Management of Public Administration Base Reg-
istries: Knowledge Exchange for Digital Transformation and Enhanced
Transparency
Hellenic Ministry of Economy and Finance

2021 The New Greek eGovernment Interoperability Framework
Hellenic Ministry of Digital Governance
Role: Scientific Coordinator

2015 Mobile Applications Development Training Courses
Eastern Macedonia and Thrace Institute of Technology
Role: Module Lead for Mobile Computing Security

2007–2010 Hellenic Public Administration’s Certification Services
Hellenic Ministry of Interior, Decentralization and eGovernment
Role: Information Security Advisor

2007–2010 Design and Development of the National e-Government Portal for Citi-
zen and Enterprise Information and Secure Electronic Transactions
Hellenic Ministry of Interior, Decentralization and eGovernment
Role: Information Security Advisor and Working Group Leader for Digital Authentication and
Public Key Infrastructure

2009 Greek eGovernment Interoperability Framework
Hellenic Public Administration
Role: Working Group Leader, responsible for electronic identification and Public Key Infrastruc-
ture issues

2008 Development and Delivery of Training Material on eGovernment Ser-
vices and Information Security
Hellenic National Centre for Public Administration and Local Government

Industry and security consulting projects

2024–2025 Scientific Support and Consultancy Services to Cyber Noesis
Cyber Noesis, privately funded project
Role: Scientific Coordinator

2014 PIN Processing Options
UK Cards Association
Role: System Security Specialist

2008 Public Key Infrastructure for the Hellenic Bank Association
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Hellenic Bank Association
Role: Security Architect

2007 Design and Delivery of a Security Awareness Programme
Saudi Aramco
Role: Security Architect

2006 Design of a Public Key Infrastructure for a Secure IT Infrastructure
Arab Bank
Role: Security Architect

2006 Delivery of a Security Awareness Programme
Saudi Telecom
Role: Security Consultant

2006 Best Practices for Key Management on Smart Cards
Codes&Ciphers, United Kingdom
Role: Security Consultant

2003 Public Key Infrastructure Design and Implementation
Eurobank, Greece
Role: Security Consultant
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PUBLICATIONS

Journal Articles
[1] Dimitrios Chatziamanetoglou and Konstantinos Rantos. “Weighted quality criteria for

cyber threat intelligence: assessment and prioritisation in the MISP data model”. In:
International Journal of Information Security 24.4 (2025), p. 160. DOI: 10 . 1007 /
s10207-025-01080-6.

[2] Pavlos Cheimonidis and Konstantinos Rantos. “A Dynamic Risk Assessment and Miti-
gation Model”. In: Applied Sciences 15.4 (2025), p. 2171. DOI: 10.3390/app15042171.

[3] Pavlos Cheimonidis and Konstantinos Rantos. “A novel proactive and dynamic cyber
risk assessment methodology”. In: Computers & Security (2025), p. 104439. DOI:
10.1016/j.cose.2025.104439.

[4] Pavlos Cheimonidis and Konstantinos Rantos. “A Proactive and Time-Sensitive Cyber
Risk Assessment Model Integrating Markov Chains and Bayesian Networks”. In: IEEE
Access 13 (2025), pp. 96911–96932. DOI: 10.1109/ACCESS.2025.3575070.

[5] Eleni Kytidou, Theodosia Tsikriki, George Drosatos, and Konstantinos Rantos. “Ma-
chine learning techniques for phishing detection: A review of methods, challenges,
and future directions”. In: Intelligent Decision Technologies 19.6 (2025), pp. 4356–
4379. DOI: 10 . 1177 / 18724981251366763. URL: https : / / doi . org / 10 . 1177 /
18724981251366763.

[6] Kyriaki A Tychola and Konstantinos Rantos. “Cyberthreats and Security Measures
in Drone-Assisted Agriculture”. In: Electronics 14.1 (2025), p. 149. DOI: 10.3390/
electronics14010149.

[7] Dimitrios Chatziamanetoglou and Konstantinos Rantos. “Cyber Threat Intelligence on
Blockchain: A Systematic Literature Review”. In: Computers 13.3 (Feb. 2024). IF: 2.8,
p. 60. DOI: 10.3390/computers13030060. URL: https://www.mdpi.com/2073-
431X/13/3/60.

[8] Pavlos Cheimonidis and Konstantinos Rantos. “Dynamic vulnerability severity calcu-
lator for industrial control systems”. In: International Journal of Information Security
(May 2024). IF: 3.2, Available online: https : / / rdcu . be / dHnYU. DOI: 10 . 1007 /
s10207-024-00858-4.

[9] Anastasia Dimakopoulou and Konstantinos Rantos. “Comprehensive Analysis of Mar-
itime Cybersecurity Landscape Based on the NIST CSF v2.0”. In: Journal of Marine
Science and Engineering 12.6 (2024). DOI: 10.3390/jmse12060919. URL: https:
//www.mdpi.com/2077-1312/12/6/919.

[10] Ioanna Anastasaki, George Drosatos, George Pavlidis, and Konstantinos Rantos.
“User Authentication Mechanisms Based on Immersive Technologies: A System-
atic Review”. In: Information 14.10 (Oct. 2023). IF: 3.1, p. 538. DOI: 10 . 3390 /
info14100538. URL: https://www.mdpi.com/2078-2489/14/10/538.

[11] Dimitrios Chatziamanetoglou and Konstantinos Rantos. “Blockchain-Based Secu-
rity Configuration Management for ICT Systems”. In: Electronics (Switzerland) 12.8
(2023). IF: 2.9. DOI: 10.3390/electronics12081879.

[12] Dimitrios Chatziamanetoglou, Konstantinos Rantos, and Andrea Michienzi.
“Blockchain-Based Cyber Threat Intelligence Sharing Using Proof-of-Quality
Consensus”. In: Security and Communication Networks 2023 (2023). DOI:
10.1155/2023/3303122.

[13] Pavlos Cheimonidis and Konstantinos Rantos. “Dynamic Risk Assessment in Cyber-
security: A Systematic Literature Review”. In: Future Internet 15.10 (2023). IF: 3.4.
DOI: 10.3390/fi15100324.

[14] Konstantinos Demertzis, Panayotis Kikiras, Charalabos Skianis, Konstantinos Rantos,
Lazaros Iliadis, and George Stamoulis. “Federated Auto-Meta-Ensemble Learning
Framework for AI-Enabled Military Operations”. In: Electronics (Switzerland) 12.2
(2023). DOI: 10.3390/electronics12020430.
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[15] Konstantinos Demertzis, Konstantinos Rantos, Lykourgos Magafas, and Lazaros Il-
iadis. “A Cross-Modal Dynamic Attention Neural Architecture to Detect Anomalies
in Data Streams from Smart Communication Environments”. In: Applied Sciences
(Switzerland) 13.17 (2023). DOI: 10.3390/app13179648.

[16] Konstantinos Demertzis, Konstantinos Rantos, Lykourgos Magafas, Charalabos
Skianis, and Lazaros Iliadis. “A Secure and Privacy-Preserving Blockchain-Based
XAI-Justice System”. In: Information (Switzerland) 14.9 (2023). DOI: 10 . 3390 /
info14090477.

[17] Alexandros Papanikolaou, Aggelos Alevizopoulos, Christos Ilioudis, Konstantinos De-
mertzis, and Konstantinos Rantos. “A Blockchained AutoML Network Traffic Analyzer
to Industrial Cyber Defense and Protection”. In: Electronics (Switzerland) 12.6 (2023).
DOI: 10.3390/electronics12061484.

[18] Alexandros Papanikolaou, Aggelos Alevizopoulos, Christos Ilioudis, Konstantinos
Demertzis, and Konstantinos Rantos. “An autoML network traffic analyzer for cy-
ber threat detection”. In: International Journal of Information Security 22.5 (2023),
pp. 1511–1530. DOI: 10.1007/s10207-023-00703-0.

[19] George Drosatos, Konstantinos Rantos, and Konstantinos Demertzis. “Advanced
Technologies in Data and Information Security”. In: Applied Sciences (Switzerland)
12.12 (2022). DOI: 10.3390/app12125925.

[20] Stefanos Tsimenidis, Thomas Lagkas, and Konstantinos Rantos. “Deep Learning
in IoT Intrusion Detection”. In: Journal of Network and Systems Management 30.1
(2022). DOI: 10.1007/s10922-021-09621-9.

[21] Konstantinos Kaltakis, Panagiota Polyzi, George Drosatos, and Konstantinos Rantos.
“Privacy-preserving solutions in blockchain-enabled internet of vehicles”. In: Applied
Sciences (Switzerland) 11.21 (2021). DOI: 10.3390/app11219792.

[22] Ioannis Lykidis, George Drosatos, and Konstantinos Rantos. “The use of blockchain
technology in e-government services”. In: Computers 10.12 (2021). DOI: 10.3390/
computers10120168.

[23] Konstantinos Demertzis, Konstantinos Rantos, and George Drosatos. “A dynamic in-
telligent policies analysis mechanism for personal data processing in the iot ecosys-
tem”. In: Big Data and Cognitive Computing 4.2 (2020), pp. 1–16. DOI: 10.3390/
bdcc4020009.

[24] Konstantinos Rantos, Arnolnt Spyros, Alexandros Papanikolaou, Antonios Kritsas,
Christos Ilioudis, and Vasilios Katos. “Interoperability challenges in the cyberse-
curity information sharing ecosystem”. In: Computers 9.1 (2020). DOI: 10 . 3390 /
computers9010018.

[25] Panagiotis Sarigiannidis, Thomas Lagkas, Konstantinos Rantos, and Paolo Bellavista.
“The Big Data era in IoT-enabled smart farming: Re-defining systems, tools, and tech-
niques”. In: Computer Networks 168 (2020). DOI: 10.1016/j.comnet.2019.107043.

[26] Anna Triantafyllou, Jose Antonio Perez Jimenez, Alejandro Del Real Torres, Thomas
Lagkas, Konstantinos Rantos, and Panagiotis Sarigiannidis. “The Challenges of Pri-
vacy and Access Control as Key Perspectives for the Future Electric Smart Grid”. In:
IEEE Open Journal of the Communications Society 1 (2020), pp. 1934–1960. DOI:
10.1109/OJCOMS.2020.3037517.

[27] Konstantinos Rantos, George Drosatos, Antonios Kritsas, Christos Ilioudis, Alexan-
dros Papanikolaou, and Adam P. Filippidis. “A Blockchain-Based Platform for Con-
sent Management of Personal Data Processing in the IoT Ecosystem”. In: Security
and Communication Networks 2019 (2019). DOI: 10.1155/2019/1431578.

[28] Konstantinos Tsiknas, Konstantinos Rantos, Christos J. Schinas, and Andrew
Soilemes. “Performance evaluation of TCP-BIAD in high-speed, long-distance net-
works”. In: Computing 101.4 (2019), pp. 319–337. DOI: 10.1007/s00607-018-0673-
y.
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[29] Konstantinos Rantos, Konstantinos Fysarakis, Charalampos Manifavas, and Ioannis
G. Askoxylakis. “Policy-Controlled Authenticated Access to LLN-Connected Health-
care Resources”. In: IEEE Systems Journal 12.1 (2018), pp. 92–102. DOI: 10.1109/
JSYST.2015.2450313.

[30] Konstantinos Rantos, Yorgos Katsikogiannis, Andreas Papadakis, and Antonis Ch.
Stasis. “Secure e-government services across EU”. In: International Journal of Elec-
tronic Governance 6.2 (2013), pp. 117–132. DOI: 10.1504/IJEG.2013.058362.

[31] Konstantinos Rantos, Konstantinos Fysarakis, and Charalampos Manifavas. “How Ef-
fective Is Your Security Awareness Program? An Evaluation Methodology”. In: Infor-
mation Security Journal 21.6 (2012), pp. 328–345. DOI: 10.1080/19393555.2012.
747234.

[32] Konstantinos Rantos and Chris J. Mitchell. “Matching key recovery mechanisms to
business requirements”. In: Computers and Security 24.3 (2005), pp. 232–245. DOI:
10.1016/j.cose.2004.08.010.

[33] Chris J. Mitchell and Konstantinos Rantos. “A fair certification protocol”. In: ACM Com-
puter Communication Review 29.3 (1999), pp. 47–49. DOI: 10.1145/505724.505730.

[34] K. Rantos and C. Mitchell. “Remarks on KRA key recovery block format”. In: Electron-
ics Letters 35.8 (1999), pp. 632–634. DOI: 10.1049/el:19990433.

Conference Papers

[1] David Lopes Antunes, Pavlos Cheimonidis, Eleftherios Batzolis, Kyriakos Ovaliadis,
Salvador Llopis Sanchez, and Konstantinos Rantos. “Risk-Aware Adaptive Cyber De-
ception Guided by Large Language Models”. In: Availability, Reliability and Secu-
rity. Ed. by Bart Coppens, Bruno Volckaert, Vincent Naessens, and Bjorn De Sutter.
Cham: Springer Nature Switzerland, 2025, pp. 122–138. DOI: https://doi.org/10.
1007/978-3-032-00633-2_8.

[2] Pavlos Cheimonidis and Konstantinos Rantos. “A Bayesian–Markov Framework for
Proactive and Dynamic Cyber Risk Assessment Driven by EPSS”. In: 2025 IEEE
International Conference on Cyber Security and Resilience (CSR). 2025, pp. 281–
286. DOI: 10.1109/CSR64739.2025.11130107.

[3] Adam P Filippidis, Constantinos S Hilas, Anastasios Politis, Konstantinos Rantos, and
Haralambos Mouratidis. “A Simulation-based Education Platform for Security Invest-
ments Through Culture and Knowledge Convergence”. In: European Conference on
Games Based Learning. Academic Conferences International Limited. 2024, pp. 920–
929.

[4] Georgios Kavallieratos, Ahmed Amro, Vasileios Gkioulos, Grigore Stamatescu,
Kostantinos Rantos, Thomas Lagkas, Konstantinos Demertzis, Fotis Paterakis, Alex-
ios Lekidis, Christos Dalamagkas, et al. “Best-Practices-Based Training for Improving
Cybersecurity in Power Grids”. In: European Symposium on Research in Computer
Security. Springer. 2024, pp. 344–359.

[5] Vassilis G. Kaburlasos, Chris Lytridis, George Siavalas, Viktoria Nikoleta Tsakali-
dou, Christos Tsakmakis, Ioannis Kalathas, Theodore Pachidis, Konstantinos Rantos,
and Kostas Kalaboukas. “Skilled Agricultural Task Delivery by a Digital Twin”. In:
2023 IEEE Conference on Artificial Intelligence (CAI). Santa Clara, CA, USA: IEEE,
June 2023, pp. 364–365. DOI: 10.1109/CAI54212.2023.00159. URL: https://
ieeexplore.ieee.org/document/10195112/.

[6] Charalampos Bampalas and Konstantinos Rantos. “Blockchain-based vaccination
certificates management”. In: Proceedings of the 26th Pan-Hellenic Conference on
Informatics. Athens Greece: ACM, Nov. 2022, pp. 309–316. DOI: 10.1145/3575879.
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[7] Dimitrios Chatziamanetoglou and Konstantinos Rantos. “CTI Blockchain-Based Shar-
ing using Proof-of-Quality Consensus Algorithm”. In: 2021 IEEE International Confer-
ence on Cyber Security and Resilience (CSR). Rhodes, Greece: IEEE, July 2021,
pp. 331–336. DOI: 10.1109/CSR51186.2021.9527959. URL: https://ieeexplore.
ieee.org/document/9527959/.

[8] Nikolaos Zapoglou, Ioannis Patsakos, George Drosatos, and Konstantinos Rantos.
“Privacy-Preserving Blockchain-Based Solutions in the Internet of Things”. In: Sci-
ence and Technologies for Smart Cities. Ed. by Sara Paiva, Sérgio Ivan Lopes, Rafik
Zitouni, Nishu Gupta, Sérgio F. Lopes, and Takuro Yonezawa. Vol. 372. Series Title:
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munications Engineering. Cham: Springer International Publishing, 2021, pp. 386–
405. DOI: 10.1007/978-3-030-76063-2_27. URL: https://link.springer.com/10.
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[9] George Drosatos, Konstantinos Rantos, Dimitris Karampatzakis, Thomas Lagkas,
and Panagiotis Sarigiannidis. “Privacy-preserving solutions in the Industrial Internet
of Things”. In: 2020 16th International Conference on Distributed Computing in Sen-
sor Systems (DCOSS). Marina del Rey, CA, USA: IEEE, May 2020, pp. 219–226. DOI:
10.1109/DCOSS49796.2020.00044. URL: https://ieeexplore.ieee.org/document/
9183413/.

[10] Anastasia Papastylianou, Antonios Stasis, Konstantinos Rantos, and Victoria Kalo-
girou. “Blended Learning and Open Courseware for Promoting Interoperability in Pub-
lic Services”. In: E-Democracy – Safeguarding Democracy and Human Rights in the
Digital Age. Ed. by Sokratis Katsikas and Vasilios Zorkadis. Vol. 1111. Series Title:
Communications in Computer and Information Science. Cham: Springer International
Publishing, 2020, pp. 79–93. DOI: 10.1007/978- 3- 030- 37545- 4_6. URL: http:
//link.springer.com/10.1007/978-3-030-37545-4_6.

[11] Arnolnt Spyros, Konstantinos Rantos, Alexandros Papanikolaou, and Christos Ilioudis.
“An Innovative Self-Healing Approach with STIX Data Utilisation:” in: Proceedings of
the 17th International Joint Conference on e-Business and Telecommunications. Lieu-
saint - Paris, France: SCITEPRESS - Science and Technology Publications, 2020,
pp. 645–651. DOI: 10.5220/0009893306450651. URL: https://www.scitepress.
org/DigitalLibrary/Link.aspx?doi=10.5220/0009893306450651.

[12] Konstantinos Rantos, George Drosatos, Konstantinos Demertzis, Christos Ilioudis,
Alexandros Papanikolaou, and Antonios Kritsas. “ADvoCATE: A Consent Manage-
ment Platform for Personal Data Processing in the IoT Using Blockchain Technology”.
In: Innovative Security Solutions for Information Technology and Communications.
Ed. by Jean-Louis Lanet and Cristian Toma. Vol. 11359. Series Title: Lecture Notes in
Computer Science. Cham: Springer International Publishing, 2019, pp. 300–313. DOI:
10.1007/978-3-030-12942-2_23. URL: http://link.springer.com/10.1007/978-
3-030-12942-2_23.

[13] Thomas Schaberreiter, Veronika Kupfersberger, Konstantinos Rantos, Arnolnt Spy-
ros, Alexandros Papanikolaou, Christos Ilioudis, and Gerald Quirchmayr. “A Quan-
titative Evaluation of Trust in the Quality of Cyber Threat Intelligence Sources”. In:
Proceedings of the 14th International Conference on Availability, Reliability and Se-
curity. Canterbury CA United Kingdom: ACM, Aug. 2019, pp. 1–10. DOI: 10.1145/
3339252.3342112. URL: https://dl.acm.org/doi/10.1145/3339252.3342112.

[14] Konstantinos Rantos, George Drosatos, Konstantinos Demertzis, Christos Ilioudis,
and Alexandros Papanikolaou. “Blockchain-based Consents Management for Per-
sonal Data Processing in the IoT Ecosystem:” in: Proceedings of the 15th Inter-
national Joint Conference on e-Business and Telecommunications. Porto, Portugal:
SCITEPRESS - Science and Technology Publications, 2018, pp. 572–577. DOI: 10.
5220/0006911005720577. URL: http://www.scitepress.org/DigitalLibrary/
Link.aspx?doi=10.5220/0006911005720577.
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[15] Konstantinos Fysarakis, Charalampos Konstantourakis, Konstantinos Rantos, Char-
alampos Manifavas, and Ioannis Papaefstathiou. “WSACd - A Usable Access Control
Framework for Smart Home Devices”. In: Information Security Theory and Practice.
Ed. by Raja Naeem Akram and Sushil Jajodia. Vol. 9311. Series Title: Lecture Notes in
Computer Science. Cham: Springer International Publishing, 2015, pp. 120–133. DOI:
10.1007/978-3-319-24018-3_8. URL: http://link.springer.com/10.1007/978-
3-319-24018-3_8.

[16] Danushka Jayasinghe, Raja Naeem Akram, Konstantinos Markantonakis, Konstanti-
nos Rantos, and Keith Mayes. “Enhancing EMV Online PIN Verification”. In: 2015
IEEE Trustcom/BigDataSE/ISPA. Helsinki, Finland: IEEE, Aug. 2015, pp. 808–817.
DOI: 10.1109/Trustcom.2015.451. URL: http://ieeexplore.ieee.org/document/
7345359/.

[17] Konstantinos Rantos, Konstantinos Fysarakis, Othonas Soultatos, and Ioannis
Askoxylakis. “Secure and Authenticated Access to LLN Resources Through Policy
Constraints”. In: Information Security Theory and Practice. Ed. by Raja Naeem Akram
and Sushil Jajodia. Vol. 9311. Series Title: Lecture Notes in Computer Science. Cham:
Springer International Publishing, 2015, pp. 271–280. DOI: 10.1007/978- 3- 319-
24018-3_18. URL: http://link.springer.com/10.1007/978-3-319-24018-3_18.

[18] “Embedded Systems Security Challenges:” in: Proceedings of the 4th International
Conference on Pervasive and Embedded Computing and Communication Systems.
Lisbon, Portugal: SCITEPRESS - Science, 2014, pp. 255–266. DOI: 10 . 5220 /
0004901602550266. URL: http://www.scitepress.org/DigitalLibrary/Link.
aspx?doi=10.5220/0004901602550266.

[19] Konstantinos Fysarakis, Ioannis Papaefstathiou, Charalampos Manifavas, Konstanti-
nos Rantos, and Othonas Sultatos. “Policy-based access control for DPWS-enabled
ubiquitous devices”. In: Proceedings of the 2014 IEEE Emerging Technology and Fac-
tory Automation (ETFA). Barcelona, Spain: IEEE, Sept. 2014, pp. 1–8. DOI: 10.1109/
ETFA.2014.7005233. URL: http://ieeexplore.ieee.org/document/7005233/.

[20] Charalampos Manifavas, Konstantinos Fysarakis, Konstantinos Rantos, and George
Hatzivasilis. “DSAPE – Dynamic Security Awareness Program Evaluation”. In: Human
Aspects of Information Security, Privacy, and Trust. Ed. by David Hutchison, Takeo
Kanade, Josef Kittler, Jon M. Kleinberg, Alfred Kobsa, Friedemann Mattern, John C.
Mitchell, Moni Naor, Oscar Nierstrasz, C. Pandu Rangan, Bernhard Steffen, Demetri
Terzopoulos, Doug Tygar, Gerhard Weikum, Theo Tryfonas, and Ioannis Askoxylakis.
Vol. 8533. Series Title: Lecture Notes in Computer Science. Cham: Springer Interna-
tional Publishing, 2014, pp. 258–269. DOI: 10.1007/978-3-319-07620-1_23. URL:
http://link.springer.com/10.1007/978-3-319-07620-1_23.

[21] Charalampos Manifavas, Konstantinos Fysarakis, Konstantinos Rantos, Konstantinos
Kagiambakis, and Ioannis Papaefstathiou. “Policy-Based Access Control for Body
Sensor Networks”. In: Information Security Theory and Practice. Securing the Inter-
net of Things. Ed. by David Hutchison, Takeo Kanade, Josef Kittler, Jon M. Kleinberg,
Alfred Kobsa, Friedemann Mattern, John C. Mitchell, Moni Naor, Oscar Nierstrasz,
C. Pandu Rangan, Bernhard Steffen, Demetri Terzopoulos, Doug Tygar, Gerhard
Weikum, David Naccache, and Damien Sauveron. Vol. 8501. Series Title: Lecture
Notes in Computer Science. Berlin, Heidelberg: Springer Berlin Heidelberg, 2014,
pp. 150–159. DOI: 10.1007/978-3-662-43826-8_11. URL: http://link.springer.
com/10.1007/978-3-662-43826-8_11.

[22] Charalampos Manifavas, George Hatzivasilis, Konstantinos Fysarakis, and Konstanti-
nos Rantos. “Lightweight Cryptography for Embedded Systems – A Comparative
Analysis”. In: Data Privacy Management and Autonomous Spontaneous Security. Ed.
by Joaquin Garcia-Alfaro, Georgios Lioudakis, Nora Cuppens-Boulahia, Simon Foley,
and William M. Fitzgerald. Vol. 8247. Series Title: Lecture Notes in Computer Sci-
ence. Berlin, Heidelberg: Springer Berlin Heidelberg, 2014, pp. 333–349. DOI: 10.
1007/978-3-642-54568-9_21. URL: https://link.springer.com/10.1007/978-3-
642-54568-9_21.
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[23] Alexandros Papanikolaou, Konstantinos Rantos, and Iosif Androulidakis. “Proxied
IBE-based key establishment for LLNs”. In: The 10th International Conference on
Digital Technologies 2014. Zilina, Slovakia: IEEE, July 2014, pp. 275–280. DOI: 10.
1109/DT.2014.6868727. URL: http://ieeexplore.ieee.org/document/6868727/.

[24] Konstantinos Rantos, Alexandros Papanikolaou, and Charalampos Manifavas. “IPsec
over IEEE 802.15.4 for low power and lossy networks”. In: Proceedings of the
11th ACM international symposium on Mobility management and wireless access.
Barcelona Spain: ACM, Nov. 2013, pp. 59–64. DOI: 10.1145/2508222.2508240. URL:
https://dl.acm.org/doi/10.1145/2508222.2508240.

[25] Konstantinos Rantos, Alexandros Papanikolaou, Charalampos Manifavas, and Ioan-
nis Papaefstathiou. “IPv6 security for low power and lossy networks”. In: 2013 IFIP
Wireless Days (WD). Valencia, Spain: IEEE, Nov. 2013, pp. 1–8. DOI: 10.1109/WD.
2013.6686510. URL: http://ieeexplore.ieee.org/document/6686510/.

[26] Konstantinos Rantos, Alexandros Papanikolaou, Konstantinos Fysarakis, and Char-
alampos Manifavas. “Secure policy-based management solutions in heterogeneous
embedded systems networks”. In: 2012 International Conference on Telecommunica-
tions and Multimedia (TEMU). Heraklion, Crete, Greece: IEEE, July 2012, pp. 227–
232. DOI: 10.1109/TEMU.2012.6294723. URL: http://ieeexplore.ieee.org/
document/6294723/.

[27] Andreas Papadakis, Konstantinos Rantos, and Antonis Stasis. “Promoting e-Gov Ser-
vices: e-Document Interoperability across EU”. In: 2011 15th Panhellenic Conference
on Informatics. Kastoria, Greece: IEEE, Sept. 2011, pp. 304–308. DOI: 10.1109/PCI.
2011.62. URL: http://ieeexplore.ieee.org/document/6065106/.

[28] Konstantinos Rantos. “Digital Signatures: How Close Is Europe to Truly Interoperable
Solutions?” In: Communications and Multimedia Security. Ed. by Bart De Decker, Jorn
Lapon, Vincent Naessens, and Andreas Uhl. Vol. 7025. Series Title: Lecture Notes in
Computer Science. Berlin, Heidelberg: Springer Berlin Heidelberg, 2011, pp. 155–
162. DOI: 10.1007/978-3-642-24712-5_13. URL: http://link.springer.com/10.
1007/978-3-642-24712-5_13.

[29] Konstantinos Rantos and Chris J. Mitchell. “Key Recovery Scheme Interoperability -
A Protocol for Mechanism Negotiation”. In: Cryptography and Coding. Ed. by Ger-
hard Goos, Juris Hartmanis, Jan Van Leeuwen, and Bahram Honary. Vol. 2260. Se-
ries Title: Lecture Notes in Computer Science. Berlin, Heidelberg: Springer Berlin
Heidelberg, 2001, pp. 268–276. DOI: 10.1007/3- 540- 45325- 3_23. URL: http:
//link.springer.com/10.1007/3-540-45325-3_23.

Books
[1] George Drosatos, Ioannis Mavridis, and Konstantinos Rantos. Foundations and Ap-

plications of Modern Cryptography. Kallipos, Open Academic Editions, 2025. DOI:
10 . 57713 / KALLIPOS - 1067. URL: https : / / repository . kallipos . gr / handle /
11419/14387.

Book Chapters

[1] Thomas Schaberreiter, Juha Röning, Gerald Quirchmayr, Veronika Kupfersberger,
Chris Wills, Matteo Bregonzio, Adamantios Koumpis, Juliano Efson Sales, Lauren-
tiu Vasiliu, Kim Gammelgaard, Alexandros Papanikolaou, Konstantinos Rantos, and
Arnolt Spyros. “A cybersecurity situational awareness and information-sharing solu-
tion for local public administrations based on advanced big data analysis: The CS-
AWARE project”. In: 2019, pp. 149–180.
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[2] Paolo Azzoni, Luca Geretti, Antonio Abramo, Kyriakos Stefanidis, John Gialelis, An-
dreas Papalambrou, Dimitrios Serpanos, Konstantinos Rantos, Andrea Toma, Nawaz
Tassadaq, Kresimir Dabcevic, Carlo Regazzoni, Lucio Marcenaro, Massimo Traver-
sone, Marco Cesena, and Silvano Mignanti. “Security, Privacy, and Dependability
Technologies”. In: Measurable and Composable Security, Privacy, and Dependabil-
ity for Cyberphysical Systems: The SHIELD Methodology. Ed. by Andrea Fiaschetti,
Josef Noll, Paolo Azzoni, and Roberto Uribeetxeberria. Boca Raton: CRC Press,
2017. Chap. 3, pp. 29–104. DOI: 10.1201/9781138042858-12.

[3] Paolo Azzoni, Konstantinos Rantos, Luca Geretti, Antonio Abramo, and Stefano
Gosetti. “Biometric Security Domain”. In: Measurable and Composable Security, Pri-
vacy, and Dependability for Cyberphysical Systems: The SHIELD Methodology. Ed.
by Andrea Fiaschetti, Josef Noll, Paolo Azzoni, and Roberto Uribeetxeberria. Boca
Raton: CRC Press, 2017. Chap. 8, pp. 283–336. DOI: 10.1201/9781138042858-18.

[4] Konstantinos Rantos and Konstantinos Markantonakis. “Analysis of Potential Vulner-
abilities in Payment Terminals”. In: Secure Smart Embedded Devices, Platforms and
Applications. Ed. by Konstantinos Markantonakis and Keith Mayes. New York, NY:
Springer New York, 2014, pp. 311–333. DOI: 10.1007/978- 1- 4614- 7915- 4_13.
URL: https://link.springer.com/10.1007/978-1-4614-7915-4_13 (visited on
01/15/2024).

Technical Reports

[1] C. Papadatos, K. Rantos, A. Makrygeorgou, K. Koulouris, S. Klontza, C. Lambri-
noudakis, S. Gritzalis, C. Xenakis, S. Katsikas, M. Karyda, A. Tsochou, A. Zacharis.
Interoperable EU risk management toolbox. European Union Agency for Cybersecu-
rity (Publications Office). 2023. URL: https://data.europa.eu/doi/10.2824/68948.

[2] C. Lambrinoudakis, S. Gritzalis, C. Xenakis, S. Katsikas, M. Karyda, A. Tsochou,
K. Papadatos, K. Rantos, Y. Pavlosoglou, S. Gasparinatos and A. Pantazis. Com-
pendium of risk management frameworks with potential interoperability: supplement
to the interoperable EU risk management framework report. European Union Agency
for Cybersecurity (Publications Office). 2022. URL: https://data.europa.eu/doi/
10.2824/75906.

[3] C. Lambrinoudakis, S. Gritzalis, C. Xenakis, S. Katsikas, M. Karyda, A. Tsochou, K.
Papadatos, K. Rantos, Y. Pavlosoglou, S. Gasparinatos and A. Pantazis. Interoperable
EU risk management framework: methodology for and assessment of interoperability
among risk management frameworks and methodologies. European Union Agency
for Cybersecurity (Publications Office). 2022. URL: https://data.europa.eu/doi/
10.2824/07253.

[4] V. Katos, S. Rostami, P. Bellonias, N. Davies, A. Kleszcz, S. Faily, A. Spyros, A. Pa-
panikolaou, C. Ilioudis and K. Rantos. State of vulnerabilities 2018/2019: analysis of
events in the life of vulnerabilities. European Union Agency for Cybersecurity (Publi-
cations Office). 2020. URL: https://data.europa.eu/doi/10.2824/139301.
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ADDITIONAL PROFESSIONAL
ACTIVITIES

Academic Leadership and Institutional Service

2019–Present Director, Web Services and Information Security (WeSIS) Research
Laboratory
Democritus University of Thrace, Greece.

04/2026–Present University Representative to the European Security and Defence Col-
lege Network
European Security and Defence College Network.

2024–Present Member, Research Ethics Committee
Democritus University of Thrace, Greece.

2021–2023 Chair, Research Ethics Committee
International Hellenic University, Greece.

2018–2019 Data Protection Officer
Eastern Macedonia and Thrace Institute of Technology, Greece.

Postgraduate Teaching and Professional Training

2019–Present MSc in Cybersecurity
International Hellenic University, Greece

Course: Information Systems Security.

2021–Present MSc in Immersive Technologies: Innovation in Education, Training and
Game Design
International Hellenic University, Greece

Course: Security and Privacy Issues in Immersive Technologies.

2016–Present MPhil in Advanced Technologies in Informatics and Computers
International Hellenic University, Greece

Courses: Secure Systems and Applications; Applied Cryptography; Security and Privacy in
Cyber-Physical Systems.

2016–2018 MSc in Informatics
Ionian University, Greece

Specialisation: Computer Technologies and Information Systems. Course: Information Sys-
tems and Network Security.

2016–2018 MSc in Web Intelligence
Department of Information Technology, Alexander Technological Educational Institute of Thes-
saloniki, Greece

Course: Internet Security.

2007–Present Trainer in e-Government Services and Digital Signatures
Hellenic National Centre for Public Administration and Local Government, Greece

Teaching in professional training programmes concerning e-government services, electronic
identification and digital signatures.
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Editorial Activities

Editorial Board Membership
2025–Present Editorial Board Member, Scientific Reports, Springer Nature.

Guest Editorships
2024 Advanced Technologies in Data and Information Security IV . Special issue of Applied Sciences,

published by MDPI.
Co-guest editor: G. Drosatos.

2024 Security and Privacy Solutions for Biomedical Human-Cyber-Physical Systems. Special issue
of the Computational and Structural Biotechnology Journal, published by Elsevier.
Co-guest editor: G. Drosatos.

2023 Advanced Technologies in Data and Information Security III. Special issue of Applied Sciences,
published by MDPI.
Co-guest editors: G. Drosatos and K. Demertzis.

2022 Advances in Cyber Threat Intelligence. Special issue of Security and Communication Net-
works, published by Hindawi.
Co-guest editors: V. Katos, G. Drosatos, K. Demertzis and K. Fysarakis.

2022 Advanced Technologies in Data and Information Security II. Special issue of Applied Sciences,
published by MDPI.
Co-guest editors: G. Drosatos and K. Demertzis.

2021 Advances in Cyber Threat Intelligence. Special issue of Security and Communication Net-
works, published by Hindawi.
Co-guest editors: V. Katos, G. Drosatos, K. Demertzis and K. Fysarakis.

2021 Advanced Technologies in Data and Information Security. Special issue of Applied Sciences,
published by MDPI.
Co-guest editors: G. Drosatos and K. Demertzis.

2020 Cybersecurity and Privacy-Preserving in Modern Smart Grids. Special issue of Sensors, pub-
lished by MDPI.
Co-guest editors: P. Sarigiannidis, T. Lagkas and F. Ramos.

2019 The Big Data Era in IoT-Enabled Smart Farming: Redefining Systems, Tools and Techniques.
Special issue published by Elsevier.
Co-guest editors: P. Sarigiannidis, P. Bellavista and T. Lagkas.

Expert and Advisory Activities

07/2017–Present Member, Network and Information Security Experts Groups
European Union Agency for Cybersecurity (ENISA).

2013–Present European Commission Independent Expert and Evaluator
Registered expert in the European Commission Funding & Tenders Portal. Evaluation and
review of proposals submitted under European Union funding programmes, including the Euro-
pean Innovation Council (EIC) Accelerator.

“‘

2015–Present External Scientific Advisor
Cyber Noesis, Greece.

2008–2010 Representative of the Hellenic Government to European Union Techni-
cal Groups
National representative on technical groups concerning digital signatures, electronic proce-
dures and the EU2020 Committee e-Government subgroup.

Evaluation and Public-Sector Committee Activities
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2017 Evaluator
Research–Development–Innovation, Special Management and Action Implementation Service
for Research, Technological Development and Innovation.

2017 Evaluator
Supporting Researchers, with Emphasis on Young Researchers, Special Management Service
for Education and Lifelong Learning.

2014 Chair, Evaluation Committee
Digital Acropolis Museum project.

2014 Deputy Chair, Evaluation Committee
G-Cloud Data Centre Facilities project.

2008 Member, Evaluation Committee
ICT Infrastructures Assessment Laboratory project.

Scientific Journal Reviewing
Reviewer for international journals, including:

IEEE: Transactions on Information Forensics and Security; IEEE Security & Privacy; Transac-
tions on Dependable and Secure Computing; IEEE Software; IEEE Access; Transactions on
Industrial Informatics; Communications Surveys & Tutorials; Internet of Things Journal; Trans-
actions on Smart Grid.

ACM: Transactions on Privacy and Security.

Elsevier: Computers & Security; Journal of Systems and Software; Computer Networks; Infor-
mation Sciences; Blockchain: Research and Applications; Journal of Biomedical Informatics.

Springer Nature: European Journal for Security Research; Journal of Computer Science and
Technology.

MDPI: Applied Sciences; Sensors; Computers.

Wiley: Security and Communication Networks.

IET: IET Information Security.

Conference Programme Committees and Session Chairs
2026 IEEE International Conference on Cyber Security and Resilience, Lisbon, Portugal, August

2026.
2026 Advances in Interdisciplinary Cybersecurity: Insights from Funded Research Projects (CyFRP

2026), special session at the European Interdisciplinary Cybersecurity Conference, Darmstadt,
Germany, June 2026.

2025 8th Annual Workshop on Cyber Threat Intelligence and Hunting, held in conjunction with IEEE
BigData 2025, Macau SAR, China, December 2025.

2025 IEEE International Conference on Cyber Security and Resilience, Chania, Greece. Session
Chair.

2025 IEEE CSR Workshop on Cyber-Physical Resilience and Security Against Digital Breakdowns
(CYPRES), Chania, Greece.

2025 European Interdisciplinary Cybersecurity Conference (EICC 2025), Rennes, France.
2024 European Interdisciplinary Cybersecurity Conference (EICC 2024), Xanthi, Greece.
2024 Workshop on Cyber Threat Intelligence and Hunting (CyberHunt 2024), Washington, DC, USA.
2023 Workshop on Cyber Threat Intelligence and Hunting (CyberHunt 2023), Sorrento, Italy.
2022 Workshop on Cyber Threat Intelligence and Hunting (CyberHunt 2022), Osaka, Japan.
2021 18th IEEE International Conference on Advanced and Trusted Computing (ATC 2021), Atlanta,

USA.
2021 14th IADIS International Conference on Information Systems.
2021 3rd ACM International Symposium on Blockchain and Secure Critical Infrastructure (BSCI

2021), Hong Kong, China.
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2020 17th IEEE International Conference on Advanced and Trusted Computing (ATC 2020), Mel-
bourne, Australia.

2019 International Workshop on IoT Applications and Industry 4.0 (IoTI4 2019), Santorini, Greece.
2019 26th International Conference on Telecommunications (ICT 2019), Hanoi, Vietnam.
2019 16th IEEE International Conference on Advanced and Trusted Computing (ATC 2019), Leices-

ter, United Kingdom.
2019 IEEE Sensors Applications Symposium, Sophia Antipolis, France.
2019 21st International Conference on Enterprise Information Systems (ICEIS 2019), Heraklion,

Greece.
2019 International Conference on Computing for Society (ICoS 2019), Bahawalpur, Pakistan.
2018 15th IEEE International Conference on Advanced and Trusted Computing (ATC 2018),

Guangzhou, China.
2018 IEEE Sensors Applications Symposium, Seoul, Republic of Korea.
2018 20th International Conference on Enterprise Information Systems (ICEIS 2018), Portugal.
2017 IEEE GLOBECOM Workshop on Low-Power Wide-Area Networking Technologies for Emerging

Internet of Things (LPWA4IoT), Singapore.
2017 International Symposium on Secure Virtual Infrastructures: Cloud and Trusted Computing

(C&TC 2017), Rhodes, Greece.
2017 14th IEEE International Conference on Advanced and Trusted Computing (ATC 2017).
2017 2nd International Conference on Internet of Things, Data and Cloud Computing, Cambridge,

United Kingdom.
2017 24th International Conference on Telecommunications, Limassol, Cyprus.
2017 IEEE Sensors Applications Symposium, New Jersey, USA.
2016 13th IEEE International Conference on Advanced and Trusted Computing (ATC 2016),

Toulouse, France.
2016 23rd International Conference on Telecommunications, Thessaloniki, Greece.
2016 IEEE Sensors Applications Symposium, Italy.
2015 IEEE Sensors Applications Symposium, Croatia.
2014 IADIS International Conference on Information Systems, Spain.
2014 4th International Conference on Pervasive and Embedded Computing and Communication Sys-

tems (PECCS 2014), Portugal.

AWARDS AND DISTINCTIONS

2024 Second Place, CSAW AI Hardware Attack Contest
Award-winning submission by E. Batzolis under my academic supervision in the CSAW AI
Hardware Attack Contest 2024.

2024 Silver Award, Greek Cyber Security Awards
WeSIS Research Laboratory and Cyber Noesis received the Silver Award at the BOUSSIAS
Cyber Security Awards 2024 for their work on AI-Assisted Dynamic Risk Management for
Context-Aware Access Control in Zero Trust Architectures.

2023 Defence Innovation Prize, European Defence Agency
Awarded under Topic 2, Innovative Solutions and Technologies for Implementing Zero Trust
Architecture in Tactical Defence Communication and Information Systems.

The awarded proposal, AI-Assisted Dynamic Risk Management for Context-Aware Access Con-
trol in Zero Trust Architectures, was developed in collaboration with Cyber Noesis.

2023 Third Place, CSAW AI Hardware Attack Contest
Award-winning submission by E. Batzolis under my academic supervision in the CSAW AI
Hardware Attack Contest 2023.

“‘
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