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Abstract: Thanks to rapid technological developments, new innovative solutions and 

practical applications of the Industrial Internet of Things (IIoT) are being created, upgrading 

the structures of many industrial enterprises. IIoT brings the physical and digital environment 

together with minimal human intervention and profoundly transforms the economy and modern 

business. Data flowing through IIoT feed artificial intelligence tools, which perform intelligent 

functions such as performance tuning of interconnected machines, error correction, and 

preventive maintenance. However, IIoT deployments are vulnerable to sophisticated security 

threats at various levels of the connectivity and communications infrastructure they 

incorporate. The complex and often heterogeneous nature of chaotic IIoT infrastructures means 

that availability, confidentiality and integrity are difficult to guarantee. This can lead to 

potential mistrust of network operations, concerns about privacy breaches or loss of vital 

personal data and sensitive information of network end-users. This paper examines the privacy 

requirements of an IIoT ecosystem in industry standards. Specifically, it describes the industry 

privacy dimensions of the protection of natural persons through the processing of personal data 

by competent authorities for the prevention, investigation, detection or prosecution of criminal 

offences or the execution of criminal penalties. In addition, it presents an overview of the state-

of-the-art methodologies and solutions for industrial privacy threats. Finally, it analyses the 

privacy requirements and suggestions for an ideal secure and private IIoT environment. 
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Introduction  

In a world where humans and machines are called upon to collaborate and coexist, the business 

organizational structures of the past create barriers and obstacles that not only waste energy 

unnecessarily but are likely to devalue information and hinder the diffusion of knowledge. At 

this point, the IIoT is transforming the way businesses operate and, by extension, those of the 

manufacturing industry [1]. IIoT is essentially about connectivity, in simple terms allowing 

objects, machines and devices to transfer data over a network without using human resources. 

In the future, it is possible that almost every manufactured item - whether infrastructure or 

consumable - will be embedded with sensors, allowing businesses to monitor performance and 

support failing operations, thereby adding value to the production process or journey of the 

buyer [2]. 
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In this context, IIoT in industrial production is one of the most future-oriented technologies for 

industry because it combines two digitization strategies, Artificial Intelligence (AI) and 

Industry 4.0 [3, p. 4]. The product of these two technologies combines big data technologies 

with sensor connectivity and high-level automation technologies, which upgrade substantial 

the industrial environment [4]. 

On the other hand, this closer networking of the digital world of machines creates the potential 

for profound changes in the global industry and many areas of private and social life. Based on 

all this, it is necessary to present tomorrow's future trends in everything related to IIoT 

technology applications [5]. 

1. Growth of IIoT applications. Manufacturing automation continues to grow, with the 

number of companies choosing to automate and implement IIoT soaring to new levels 

due to the impact of the COVID-19 pandemic. Machine learning and robotics are two 

applications that increase automation. Machine learning increasingly automates 

manufacturing processes, so less human intervention is required, while the increasing 

number of human jobs being taken over by robotics results in fewer people in the 

workplace. 

2. The wireless revolution. Not every IIoT application has access to local sockets. This is 

one of the reasons why more and more companies are using advanced IIoT wireless 

technologies, such as 5G, to connect to IIoT equipment in transit. The arrival of 5G is 

tailored to IIoT connectivity needs and makes a big change in connectivity for the 

industry in terms of Industry 4.0. An added advantage is that 5G ensures that the 

company's network is completely isolated, ensuring everything is secure and accessible. 

3. Adoption of virtuaRealityty for remote operations. VirtuaRealityty becomes dominant 

for industrial applications regarding training and commissioning. Devices that combine 

a screen, camera and microphone become more sophisticated, and machine suppliers 

more often collaborate with their customers or service engineers through VR. The 

ability to commission machines remotely has made companies realize that being on-

site is not always necessary. The machine supplier can work with the customer through 

an augmented reality headset such as a HoloLens. The customer sees virtual reality 

instructions and maintenance data to perform the necessary tasks, while the machine 

supplier receives a live feed of what the customer sees. 

4. Use of machine data to improve customer relations. Connected machines have opened 

new ways to use machine data and improve customer relationships. It is not only 

interesting for large companies but also for smaller companies to make use of their data. 

Due to the increase in connected machines, the number of companies with access to 

critical machine data has also increased tremendously. It is a big challenge for many 

companies to discover new possibilities. The use of data is not only important to 

improve and optimize companies' machines, but also to create a better long-term 

relationship with customers. Machine data can, for example, be used to prevent 

equipment failures by predicting and performing machine maintenance before a fault 

occurs. In this way, machine downtime can ultimately be reduced [6]. 

5. Machine learning. Machine learning is a branch of ΑΙ where systems must be able to 

learn automatically and improve from experience without being programmed by 

humans. Applying machine learning can be quite difficult because preprocessing to 

label and normalize a lot of data takes time. Unsupervised learning or self-learning 

methodologies create higher-scale automation [7]. This means that human intervention 

is no longer needed since the data from the device is automatically sent to the algorithm. 

Thus, machine learning detects patterns of normal usage; therefore, after some time, it 
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also tracks unusual patterns. For example, a machine creates several terns, but when a 

part of the machine fails, new patterns are created with donations from the normal 

pattern. When such a situation occurs, machinery suppliers receive a notification so 

they know that maintenance is required [8]. 

6. "Smart" packaging. Smart packaging using direct materials with built-in connectivity 

provides advanced benefits for industries. A primary aspect of smart packaging is that 

it enables consumers to engage with it and generate data to handle a product more 

effectively. Smart packaging can take the form of video recipes and other 

demonstrations that explain the use of the product. ΙΙοΤ and packaging work together 

in different ways, including sensors, QR codes, and augmented reality/virtual 

reality/mixed reality options. The idea is to add consumer value and collect data through 

intelligent monitoring to optimize operations and enhance efficiency [9]. 

As can be easily seen, the development of IIoT is a big step in the realization of Industry 4.0 

and the upcoming Industry 5.0, as it promotes the large-scale automation and optimization of 

processes related to intelligent sensors (e.g., configuration, high-volume handling data, 

decision-making, etc.). But this involves significant technical difficulties due to industrial 

wireless networks' large scale and complex structure. In addition, recording and transmitting 

large amounts of data create serious security and privacy concerns, as some may contain 

sensitive industry and personal information [10], [11].  

Dimensions of Privacy 

Privacy in the industrial sector is a concept that is very difficult to define, especially in the 

digital age of ΙIoT, where the convergence of services creates unclear boundaries of definition. 

It can have many connotations depending on the contexts, relationships, and even products 

involved. To properly design privacy settings for IoT architectures, technologists must research 

and understand the dimensions of privacy that are important to the users of the services in 

question [12].  

Privacy, as derived from EU directives and based on the way it was described by Martınez-

Ballester et al. [13], can be categorized or take the following dimensions: 

1. Identity Privacy. It concerns the identity details of an entity and is related to the 

concepts of authentication and authorization. Most of the data collected by the IIoT is 

intended for use by limited user groups [14]. Therefore, authentication (understanding 

the identity of the node or user) and authorization (by granting the necessary access 

permissions) are necessary, especially when it comes to issues of copyright, patents, 

etc., which are important issues for the existence and viability of an industry [15]. 

2. Location Privacy. It refers to an entity's location identification information. Said 

determination violates personal or industrial privacy issues concerning the detection, 

identification, storage, processing and sharing of information in a technical or legal 

context [16]. 

3. Footprint Privacy. It refers to an entity's unique traceable communications actions. A 

feature of this function can be found in Smart Energy Grids, characterized by real-time 

two-way communications [17]. How to control and safely retrieve energy data shared 

with third parties poses a challenge to the privacy of network users. A robust solution 

towards solving problems related to Footprint Privacy is the PaRQ [18] standard 

proposed by Wen et al., which allows a home user to store measurement data on a cloud 
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server in encrypted form. When financial audits are required, an authorized requester 

can send a pair of queries to the cloud server to retrieve the measurement data. 

4. Multidimensional Privacy. It refers to an entity's multidimensional or complex 

identification elements, which may combine some of the above dimensions [13]. 

Solving such problems requires complex combined processes or solving and 

parameterizing the individual issues in a custom schema [19]. 

It should be noted that no relevant regulation exists for protecting natural persons' privacy, 

exclusively for the industrial domain. However, almost every industry is involved in processing 

personal data in one or more processes. For the processing of personal data in the industrial 

domain and the free movement of such data by competent industrial authorities for the 

prevention, investigation, detection, or prosecution of criminal offences or the execution of 

sanctions, industries follow the existing regulators such as the GDPR. In this regard, the 

following industries were impacted [20]: 

1. Employee personal data processing: It isn't easy to imagine a business without 

employees. That is, all organisations employ people. Employees are also data subjects 

who are subject to regulatory privacy policies. As a result, organisations must be more 

transparent and accountable when processing their employees' data.  

2. Processing sales contacts' data: It isn't easy to imagine a business without customers. 

The very existence of an organisation is to serve customers. The contacts are real 

people, even if a company's customer is another company. Making sales contacts, 

maintaining their data, and so on are all activities that would be classified as processing 

personal data. As a result, organisations across all industries must ensure that this 

processing adheres to privacy rules and regulations. 

3. A Data Protection Officer (DPO) must be appointed. A DPO is usually appointed by 

organisations that process large amounts of personal data. This will occur in all 

industries to comply with privacy regulations. 

Industrial Privacy 

The concept of privacy, as attributed by Boussada et al. [21], is the right of individuals to 

control or influence what information related to them may be collected and stored and by whom 

and to whom that information may be disclosed. The need to protect privacy is highlighted 

more strongly when the quantitative and qualitative difference in the possibility of collecting 

and processing information is perceived, as in the IIot environment. These possibilities, as 

highlighted by the Industrial Internet Consortium in Vol 4 [22], make the issue of privacy a 

very important factor, as the multi-functional use and the decentralization of information from 

its original carrier, as it is applied in IIoT environments, creates serious issues privacy, related 

to its collection, processing and final disposal. 

Privacy and data protection are two of the most pressing issues facing businesses in the 

industry. Most consumers regard personal information as particularly sensitive, especially 

personal financial data. The respective regulatory authorities promote good data management 

practices to increase customer profiling to identify potential opportunities and conduct risk 

management analysis. To that end, managing privacy and data protection are critical 

throughout the customer lifecycle. Several use cases in the industrial sector, for example, 

involve data sharing between different organizations (e.g. data for customer protection or faster 

transactions, business data sharing for improved credit risk assessment, customer or worker 

insurance data sharing for faster claims management and others) [23], [24]. 
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Leaders in industries such as manufacturing or heavy industry do not rank data privacy at the 

top of their organization's list of concerns. The reason is that they consider that the privacy of 

the data they manage is not as important as other companies, such as retail companies, financial 

institutions and industrial healthcare systems, where personal data has a different value. 

However, the space is changing in the digital age, and data privacy is a key risk for any industry 

that handles potentially sensitive data related to its customers, employees and business partners 

[25]. 

Considering the heterogeneity of the systems included in an ΙIoT ecosystem and the non-

statutory interoperability at the hardware and software level, serious objections arise to 

securing these systems. In the IoT ecosystem, where various systems interact with the physical 

world, the uncontrolled arrangement of states can lead to dangerous conditions, especially 

where these systems have data flow from multiple intermediaries, requiring multi-layered 

security approaches beyond link encryption. More generally, the convergence of computation 

and communication technologies, decentralization of processing, distributed analysis, 

interconnection, and data sharing in every industrial activity radically change the concept of 

privacy and generate serious new challenges [26], [27]. 

In this context and in contrast to privacy in its narrow sense, the protection of industrial privacy 

is raised as a primary demand linked to technological processes and the use of IIoT, as it is 

assessed that the existing regulations - standardization, do not offer a robust shield against the 

looming dangers. For example, traditional Omnidirectional Antennas and MAC-Access 

Control (MAC) protocols cannot be used in 5G systems, so more sophisticated and perhaps 

more complex privacy solutions should be offered, such as the one proposed by Szymanski 

[28]. This proposal demonstrates that combining a major Software-Defined Network (SDN) 

control layer, low-spin deterministic scheduling, and lightweight encryption at Layer 2 can 

provide a new approach to wireless security and performance with multiple capabilities for 

privacy-preserving IIoT standardization systems [11]. 

The conclusion of insufficient privacy protection in IIoT systems results in both from the 

heterogeneity of interconnected industrial infrastructures and the exponential increase in the 

level of sophistication of cyber-attacks such as Targeted Ransomware and Hijacked Two-

Factor, which redefine the need to review the security of IIoT subsystems. This need, combined 

with the redefinition and evaluation of security controls for protecting privacy in IIoT 

architectures and the determination of more strict policies for analyzing the effectiveness of 

specific security and privacy controls [29] in said environments and how they are applied in 

the design and development of new IIoT systems, suggest Hassanzadeh et al [30]. 

Correspondingly, it is also vital to upgrade or adapt the already existing standards – systems 

promoted in industrial technologies, as in the case of Occhiuzzi et al. [31], who applied the 

Radiofrequency Identification of the emerging applications to the low-level monitoring of 

critical infrastructures to detect early attempts at physical and cyber-attacks. At the same time, 

there should be continual updating and redefinition of the security requirements of IIoT systems 

with the control of certification and identity, such as RFID systems [32]. Also, a very important 

role in ensuring privacy in the IIoT environment is the knowledge of existing best practices 

and recommendations for maintaining security and future directions for continuous 

improvement and adaptation. Considering the particular capabilities and processing of 

information related to the ICT ecosystem, even seemingly "harmless" information has its 

informational utility. Their final value is determined by their processing, their combination and 

the environment in which they are reported and evaluated [33]. 
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Privacy Threats in the IIoT 

Adopting increasingly powerful and complex IP-based devices, such as sophisticated 

microprocessors, is challenging to face cyber security and privacy issues [34]. From 

manufacturing to health care, IIoT systems improve service delivery and increase productivity. 

However, IIoT devices are vulnerable like anything else connected to the internet [35]. Attacks 

on industrial control systems (ICS) such as distributed control systems (DCS), programmable 

logic controllers (PLC), supervisory control and data acquisition (SCADA), and human-

machine interfaces are examples (HMI) [36]. 

A comprehensive set of security and privacy solutions that do not disrupt operations, service 

reliability, or profitability should be used to protect IIoT infrastructure [37]. A practical, simple, 

yet secure solution that IIoT device manufacturers and their customers can easily and widely 

adopt is more effective than a super solution' that fails to gain significant traction [38]. The 

following capabilities should be included by design to reduce significant privacy threats in the 

IIoT [37], [39]: 

1. Firmware integrity and boot security. Secure boot employs cryptographic code signing 

techniques to ensure that a device executes only code generated by the device's OEM 

or another trusted party. By utilizing secure boot technology, hackers are prevented 

from replacing the firmware with malicious instruction sets, thereby preventing attacks. 

Unfortunately, not all IIoT chipsets include secure boot support. In such a case, it is 

critical to ensure that IIoT devices can only communicate with authorized services to 

avoid the risk of malicious instruction sets replacing the firmware [40]. 

2. Mutual identification. Before receiving or transmitting data, a smart actuator on the 

manufacturing floor should be authenticated every time it connects to the network. This 

ensures that the data comes from a legitimate device rather than a fraudulent source. 

Secure mutual authentication, in which two entities (device and service) must prove 

their identities to each other, aids in the prevention of malicious attacks. Cryptographic 

algorithms with symmetric or asymmetric keys can be used for two-way authentication. 

The Secure Hash Algorithm (SHA-x) and hash-based message authenticated code 

(HMAC) can be used for symmetric keys. In contrast, Elliptic Curve Digital Signature 

Algorithm (ECDSA) can be used for asymmetric keys [41]. 

3. Secure communication (end-to-end encryption). Data in transit between a device and 

its service infrastructure is protected by secure communication capabilities (the cloud). 

A smart actuator, for example, that sends usage data to the SCADA must be able to 

protect information from digital eavesdropping. Encryption ensures that only those 

witnesses to a secret decryption key can access transmitted data. Encryption ensures 

that only those witnesses to a secret decryption key can access transmitted data [3]. 

4. Monitoring and analysis of security. Data on the overall state of an industrial system, 

including endpoint devices and connectivity traffic, is captured by security monitoring. 

The data is then analyzed to detect potential security violations or system threats. It is 

critical to protect endpoint devices from tampering and data manipulation, which could 

result in inaccurate event reporting. When abnormal behaviour is detected [42], [43], a 

wide range of actions should be taken as part of an overall system security policy, such 

as revoking device credentials or quarantining an IoT device. This automatic monitor-

analyze-act cycle can be run in real-time or later to identify usage patterns and potential 

attack scenarios [44]. 

5. Management of the security lifecycle. The lifecycle management feature enables 

service providers and OEMs to control IoT devices' security while in use. Rapid over-
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the-air (OTA) device key(s) replacement during cyber disaster recovery ensures 

minimal service disruption. Secure device decommissioning also ensures that scrapped 

devices are not repurposed and used to connect to a service without authorization [45]. 

The main concerns regarding protecting data privacy in industrial domains are intertwined with 

the more general concerns about the risks associated with each modern network device [46]. 

In general, the most basic and common privacy threats related to IIoT are: 

1. Identification and Authorization. It is directly related to the concept of Identity Privacy. 

It refers to the effort to find correlations between data that can be used to detect, identify 

and maliciously replicate the application of profiles (sets of associated data) to 

personalize and identify secret, industrial information. Techniques such as Subscriber 

Identity Module (SIM) and Machine Identification Module (MIM), proposed by Borgia 

[14], are important solutions worthy of attention. However, these approaches work in 

centralized single-management networks. At the same time, in distributed topologies, 

it isn't easy to manage identification services and standardizations such as the one 

proposed by Moosavi et al [15]. and concerns an architecture of authorization of remote 

end users by distributed smart gateways, which are based on the Datagram Transport 

Layer Security (DTLS) handshake protocol. In addition, IIoT attacks compromise 

authorized industrial systems access, and as a result, one such security issue can degrade 

the related services. Ransomware also causes IIoT devices to malfunction and steals 

users' sensitive information and data. In addition, if a large number of smart IIoT 

devices are unable to encrypt user data, malware will emerge [47]. To prevent 

unauthorized device access, IIoT devices use a network that does not convert data into 

code. 

2. Localization and tracking. It is directly related to the concept of Location Privacy. An 

industry can choose the locations it chooses to perform its economic functions. Several 

issues influence the choice of a suitable location, most importantly the nature and 

characteristics of the industrial activity carried out by the enterprise (e.g. extraction of 

raw materials or cultivation, production of intermediate or final products, provision of 

a service) and the associated costs of production, balanced with the cost of physical 

distribution to target markets and the importance of proximity to customers as a basis 

for establishing competitive advantages over rival suppliers. Similarly, many service 

activities must be located in and around the customer's catchment areas. At the same 

time, some suppliers may be interested in operating alongside their core customers to 

synchronize production input requirements better. Some locations may be preferred for 

their production advantages, for example, due to lower labour costs or the availability 

of investment subsidies or the supply of skilled workers and parallel access to relevant 

facilities. On the other hand, the high cost of distribution, especially in the case of bulky 

products with low added value or the international context, the imposition of tariffs and 

quotas on imports, creates important requirements for an appropriate position oriented 

to the market but protected from the prying eyes of the competition and espionage. A 

low-cost technical solution that adds protection to the IoT environment was proposed 

by Joy et al [16]. by embedding in GPS devices privacy software that ensures that IoT 

devices and their administrators have fine-grained control over releasing their position. 

In addition, the safety of data ingested from numerous IIoT devices is related directly 

to other data security and privacy concerns from insecure cloud infrastructures, web 

applications, and mobile environments. As a result, it is necessary to follow data 

transmission security rules in each environment so that there are measures in place to 

identify the path from whose device the data is transmitted. It is also critical to eliminate 
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irrelevant data and data without relation to the actual operation. Although compliance 

with numerous regulatory structures becomes difficult when multiple data is stockpiled, 

the infrastructure must be carried out with separate services for controlling data linked 

to interconnected devices and environments [48]. 

3. Profiling. The specific threat lies in violating privacy and monitoring persons or 

individuals in their association with specific industrial processes. Accordingly, it may 

refer to the identification, collection and processing of information derived from 

services or reference models, which may constitute an industrial secret. Characteristics 

of the ongoing concern for protecting IoT devices from profiling threats are efforts to 

enhance privacy in RFID devices [49], [50], sensor systems [51] and wireless 

networking [52], [53], and identity management [50], [54] technologies to enhance 

privacy or encryption technology [55], [56]. 

4. Hardware Lifecycle. Industrial devices are, in most cases, remanufactured and reused. 

Therefore, sensitive information, device logs, and data stored in memories or storage 

media will likely fall into the wrong hands with unpredictable consequences [57]. For 

the specific threats, the industry should draw up and implement a uniform policy for 

the management of industrial equipment, as well as apply techniques of total deletion 

[58] of the data locally or distributed information processing systems which include 

first and second sites, which may include corresponding information production and 

copying sites [59]. Also, IIoT hardware addresses security and privacy threats from 

inadequate testing and a lack of upgrading processes [60]. IIoT device manufacturers, 

while willing to produce various devices, do not consider the security and upgrading 

concerns of said devices because they require extensive testing and, therefore, 

additional costs. These malfunctions increase the possibility of security and privacy 

attacks when released into a real-world industrial infrastructure [61]. 

5. Inventory attack. Inventory attacks refer to the unauthorized collection of information 

about the existence and characteristics of the equipment. Also, with the implementation 

of the M2M vision [62], [63], smart devices can, subject to conditions from any legal 

or hypothetically legal entities, be asked for information related to, for example, their 

energy footprint, communication speeds, reaction times, as well as other unique 

characteristics, which could potentially be used to identify their type and model. Thus, 

malicious users violating the privacy of an industry can compile an inventory list of the 

devices in a specific building or factory, along with information on how it works [64]. 

Here too, cryptography solutions have been proposed for aggregation mechanisms. This 

secure aggregation protocol meets the IoT requirements [65]. It analyses its efficiency 

considering various system configurations and the impact of the wireless channel 

through packet error rates and private communication mechanisms [66]. 

6. Linkage. This threat consists of connecting different previously separated systems so 

that the combination of the data and the sources reveals critical information that would 

be impossible to reveal by individual systems [37]. Moreover, to ensure the smooth 

operation of IIoT devices, it is critical to have flat networking that will allow them to 

function effectively. It is critical to have a high-quality open networking system for this 

purpose [67]. This particular factor in IIoT networks creates a security barrier. In this 

regard, industrial enterprises must thoroughly assess their security policies to ensure 

that IIoT devices are not vulnerable to threats [68]. Also, providers must understand the 

significance of properly configuring the networking device and services and that data 

privacy entails various processes, such as efficiently removing sensitive information 

through data segregation [48].  
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However, a significant part of the responsibility lies with the hardware manufacturers, as often, 

the mechanisms and interoperability standards concerning the security of IIoT devices are 

either neglected or treated as a secondary consideration [69]. Usually, this is due to the 

requirement for a short period to implement an IoT device, simplify the design of its operating 

mechanisms, and reduce its overall cost. It is therefore considered important that those involved 

in IIoT delivery processes consider privacy and develop privacy management interfaces built 

into the endpoint and web interface of the product or service [70]. This technology should allow 

the user-industry to determine which privacy features are used by the ecosystem, what the 

Terms of Service are, and that it is possible to disable the exposure of this information to the 

business, its partners or competitors. This details management system will help ensure that 

users have the right and ability to control the information they share about themselves and their 

physical world [71]. 

Privacy Requirements and Suggestions 

Privacy requirements entail the application of all applicable privacy laws and all applicable 

industry policies, notices and contractual obligations regarding the collection, recording, use, 

storage, processing, sharing or sharing, protection, security (technical, physical and 

administrative), disposal, destruction, disclosure or transmission (including cross-border) of 

sensitive personal data [72]. But because something so strict in an industrial environment is 

practically impossible to implement, below are summarized the most basic requirements - 

recommendations that should be followed in an industrial environment that respects privacy: 

1. Mitigation by Design. Privacy protection solutions should ideally be anticipated and 

incorporated during the design phase of IoT products, services or systems [73], [74]. 

2. Assessment. Privacy impact assessments should help provide a secure method of 

analyzing how and when personally identifiable information is collected, stored, 

protected, shared and managed, and how it is disposed of [75]–[77]. 

3. Legal Compliance. An assessment of applicable legal or regulatory requirements 

should be performed to monitor compliance [78]–[80]. 

4. Use Limitation. Provision should be made for the necessary work to ensure that access 

to any physical or electronic security system is restricted to fully authorized persons 

and for fully authorized purposes [81]–[84]. 

5. Storage Safeguards. Warehouses, data lakes, databases, where personal information is 

collected and stored, should be protected in terms of physical and logical security [85]–

[88]. 

6. Secure Communications. Data transmitted between systems or components, and more 

generally communications in an IoT environment, should be protected from 

unauthorized disclosure or access [83], [89]–[92]. 

7. Transparency. Individuals whose personal information may be collected should be 

notified of the reason for collection and how that information may be used. There 

should also be mechanisms that can reveal possible leaks of personal data [93]–[95]. 

8. Data Retention Policy. There should be a policy that defines the retention period of 

personal data, the methods of destruction of such data and a procedure that ensures that 

deleted information is not recoverable [1], [67], [96]–[98]. 

To support the requirements above and recommendations, industries must reconsider data use 

and regulations to unlock the value of data while strengthening consumer trust and protecting 

their fundamental rights. A permissioned industrial infrastructure that offers privacy control, 

auditability, secure data sharing, and faster operations must be strengthened in two ways:  
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1) Including features and associated cryptography to facilitate personal asset 

improvements (e.g., sharing personal data) via a secure platform based on emerging 

technologies such as blockchain.  

2) Employing techniques like Multi-Party Computation (MPC) [99], [100] and Linear 

Secret Sharing (LSS) [101] to allow searching of encrypted data as a means of 

providing higher data privacy guarantees.  

Based on these suggestions, the industrial partners will enable disruptive business models for 

personalization and full automation of secure and private processes. 

Conclusion 

The adoption of secure and privacy IIoT in Industry 4.0 solutions by industries has created 

several challenges in this sector. Integrating emerging secure technologies by businesses 

contributes to their further digital transformation, which is also a key challenge for the modern 

industry. The magnitude of this challenge is related to the degree of readiness and maturity of 

companies to integrate secure Industry technologies into their production process, both at the 

level of secure infrastructure and the level of privacy-preserving services. In addition to the 

digital transformation, the adoption of privacy-preserving IIoT technologies creates the 

foundations for Flexible Manufacturing (Agile Manufacturing), where companies will be able 

to react immediately to market changes since the production process with the use of new 

technologies will be connected to the supply chain as well as with end users. This 

interconnected production creates the need for new kinds of business models as well as the 

protection, control and management of data. 
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